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Abstract

In the offence of theft, traditionally, property that is observable and
tangible (concrete) is stolen. However, human advances, especially
in the field of information technology, have led to the emergence of
information that is no longer written on paper sheets but stored in
spaces such as computer hard disks. Such data, which in many cases
also have property characteristics, are considered intangible
(inconcrete) property. In Iranian criminal law, the offences of
computer theft and unauthorized access have been introduced to
criminally protect such data. However, an examination of the
approach of the Iranian legislator makes it clear that some flaws
exist, including the lack of clarity in distinguishing certain
components of the physical element of computer theft and the lack of
clarification on whether the computer data belonging to another must
be legitimate in both crimes. In contrast, under English and Welsh
criminal law, information is not considered property, and theft of
information is not recognized as an offence. Nevertheless, when
someone attempts to gain unauthorized access to computer data, they
may be prosecuted under the criminal offence of unauthorized access
to computer material, which is classified as a conduct offence.
Accordingly, the present article, by analyzing the constituent
elements of the offences of computer theft and unauthorized access
to computer material in the mentioned penal systems, proposes
solutions to the Iranian legislator, such as separately specifying
criminal behavior and result in computer theft, as well as restricting
the definition of data to legitimate data.
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1. Information technology

2. Computer-related theft

3. Computer theft

4. Oxford and Mass (1979) 68 Cr App R 183

5. Scottish case of Grant v Procurator Fiscal [1988] RPC 41
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1. Computer-related crime
2. Computer record

3. Theft of information

4. Floppy disk

5. Electronic copying

6. Unauthorised copying
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2. See: Amendment of the Amounts related to Crimes and Violations Contained in Various Laws
Dated 24/6/2024, Appendix 1- Crimes, Row 5

3. Target or place of criminal activity

4. Instrument used to commit a criminal activity

5. A cyber-dependent crime; cf. cyber-enabled crime in Kranenbarg & Leukfeldt, 2021: 196 (See
also: Reichel et. al., 2019: 145).

6. Unauthorised access to computer material

7. Computer Misuse Act 1990
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1. Section 1 of the Computer Misuse Act 1990 provides: “(1) A person is guilty of an offence if —
(a) he causes a computer to perform any function with intent to secure access to any program or
data held in any computer or to enable any such access to be secured;

(b) the access he intends to secure or to enable to be secured, is unauthorised; and

(c) he knows at the time when he causes the computer to perform the function that that is the case.
(2) The intent a person has to have to commit an offence under this section need not be directed at —
(a) any particular program or data;

(b) a program or data of any particular kind; or

(c) a program or data held in any particular computer. ...”

2. Police and Justice Act 2006

3. See: Amendment of the Amounts related to Crimes and Violations Contained in Various Laws
Dated 24/6/2024, Appendix 1- Crimes, Row 5
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1. Computer Misuse Act 1990

2. Unauthorised access with intent to commit or facilitate commission of further offences
3. Computer system

4. Impossible

5. See: s 2 (4) of the Computer Missuse Act 1990
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. English and Welsh intellectual property law

. Flow-charts

. Copyright, Designs and Patents Act 1988

. Literary work

. Infringement of copyright by copying

. For further reading, See: ss 107 to 110 of the Copyright, Designs and Patents Act 1988 (Also,
Davis, 2012: 71-76, and Bainbridge, 2009: 239-296).
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1. Offences of unauthorised access

2. See: s 17 (5) of the Computer Misuse Act 1990 and Clause 1 (3) of the Computer Crime (Scotland)
Bill

3. Host

4. Storage space

5. Access facilities for programs or data

6. University computer systems
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