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Article Info Abstract

The increase of cyber wars has made the application of criminal war
regulations on them inevitable, and this is while the said regulations
have been established in accordance with traditional wars and it is
challenging to apply these regulations to cyber wars. The
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Received: aforementioned challenges are proportionately greater for disruptive
2024/06/05 warfare that does not create physical effects -versus destructive cyber
Received in revised form:  Warfare-. Based on this, how to determine the background element
2024/08/12 necessary for the occurrence of a war crime, that is, "occurrence of
Accepted: cyber armed conflict”, is necessary and is the main question of this
2024/10/04 research. To answer this question, by collecting data through library
Published online: sources, descriptive-analytical methc_)d is used in the research. The
2024/12/21 opinions of the opponents of the implementation of cyber armed

conflict through disruptive cyber warfare are analyzed and answered.
The Tallinn Manual as the most important non-binding international
document for the application of international law regulations in the
cyberspace, is the subject of a comparative study. The result of this
research is that the emphasis of the Tallinn Manual on the necessity of

Keywords: ) creating physical effects as a result of cyber wars to fulfill the Severity
C_yber war crime, criterion, causes the impunity of a large number of disruptive cyber
dleUP“V_e cyber war, wars whose effects are not necessarily less than destructive cyber wars.
The Tallinn Manual, on this basis, it is suggested that, while emphasizing the criteria of the
cyber armed conflict, Tallinn Manual, the International Criminal Court to follow the severity
Severity criterion. criterion, regardless of the need to create physical effects, in line with

modern approaches And to verify it, use the micro-indicators of scale,
nature, method of committing, influence, disturbance in vital
infrastructures and circumstances of committing.
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”These provisions do not refer to specific weapons. They apply to any use of force, regardless of the

weapons employed. The Charter neither expressly prohibits, nor permits, the use of any specific

weapon, including nuclear weapons. A weapon that is already unlawful per se, whether by treaty

or custom, does not become lawful by reason of its being used for a legitimate purpose under the
Charter*.
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Biller J.T. & Schmitt M.N. (2019). Classification of Cyber Capabilities and Operations as Weapons,
Means, or Methods of Warfare: International Law Studies, 95, p. 181.
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